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Introduction

The new EU data protection rules come into force on 25 May 2018, replacing the Data Protection 
Act (DPA) 1998. The General Data Protection Regulation (GDPR) aims to harmonise legislation across 
all EU member states by ensuring that organisations properly file and organise their client records, 
control such data, and act in accordance with the consent granted by the client. The implementation 
of the GDPR is unaffected by the UK’s decision to leave the European Union.

This document summarises what we know so far and outlines its applicability to the insurance sector.

In the UK, the Information Commissioner’s Office (ICO) will be responsible for supervising and 
enforcing the new data protection laws and will have powers to carry out audits, which could result in 
orders for firms to cease their operations. If breaches are found to have occurred they will notify the 
individuals of the breach; rectify, restate or even delete data; prohibit or suspend data processing; and 
stop a firm sharing information with other parties.

Whereas the ICO can currently issue a fine of up to £500,000 for major breaches of the DPA 1998, 
the new GDPR allows for much stricter penalties:

•  A firm can be fined up to €10m or 2% of global annual turnover (whichever is higher) for not 
organising records appropriately, for not notifying the ICO and data subjects about a breach, 
or for not conducting impact assessments.

•  A higher fine of €20m or 4% of global annual turnover (whichever is greater) can be imposed 
for violating the basic principles of data security or violating consumer consent.

So, it is easy to see that this is an extremely important area for insurance brokers (and indeed any 
firm which handles data) to consider over the next year or so in order that appropriate systems are in 
place, and staff receive training about the requirements of the legislation.

There are a large number of firms selling training or consultancy services at the moment. Our 
advice would be to proceed with caution, as we have seen wildly differing interpretations of GDPR 
requirements from different providers.

The GDPR is a complex piece of new EU legislation and much is a matter of interpretation. As time 
goes by, we may see some additional clarity or guidance from the Information Commissioner’s Office. 

We would also recommend that guidance is sought from the ICO if in any doubt.
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Who does the GDPR apply to?

The GDPR applies to ‘controllers’ and ‘processors’. 

The definitions are broadly the same as under the DPA – i.e. the controller says how and why personal 
data is processed and the processor acts on the controller’s behalf. 

If you are currently subject to the DPA, it is likely that you will also be subject to the GDPR.

If you are a processor, the GDPR places specific legal obligations on you; for example, you are required 
to maintain records of personal data and processing activities. You will have significantly more legal 
liability if you are responsible for a breach. These obligations for processors are a new requirement 
under the GDPR. 

However, if you are a controller, you are not relieved of your obligations where a processor is involved. 
The GDPR places further obligations on you to ensure your contracts with processors comply with the 
GDPR. 

This is particularly important if you outsource any services.

The GDPR applies to processing carried out by organisations operating within the EU. 
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What information does the GDPR apply to?

Personal data

Like the DPA, the GDPR applies to ‘personal data’. However, the GDPR’s definition is more detailed 
and makes it clear that information such as an online identifier – e.g. an IP address – can be personal 
data. 

This more expansive definition provides for a wide range of personal identifiers to constitute personal 
data, reflecting changes in technology and the way organisations collect information about people. 

For organisations collecting personal data (HR records, customer lists, contact details etc.), the change 
to the definition should make little practical difference.

You can assume that if you hold information that falls within the scope of the DPA, it will also fall 
within the scope of the GDPR. The GDPR applies to both automated personal data and to manual 
filing systems where personal data is accessible according to specific criteria. 

This is wider than the DPA’s definition and could include chronologically ordered sets of manual 
records containing personal data.

Personal data that has been pseudonymised – e.g. key-coded – can fall within the scope of the GDPR 
depending on how easy or difficult it is to attribute the pseudonym to a particular individual. 

Sensitive personal data

The GDPR refers to sensitive personal data as, “special categories of personal data”. These categories 
are broadly the same as those in the DPA, but there are some minor changes. For example, the special 
categories specifically include genetic data, and biometric data where processed to uniquely identify 
an individual. 

Personal data relating to criminal convictions and offences are not included, but similar extra 
safeguards apply to its processing.
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The Data Protection Principles

Under the GDPR, the data protection principles set out the main responsibilities for organisations.

The principles are similar to those in the DPA, with added detail at certain points and a new 
accountability requirement. 

The GDPR does not have principles relating to individuals’ rights or overseas transfers of personal 
data. These are specifically addressed in separate elements of the GDPR (see following sections).

The most significant addition is the accountability principle. The GDPR requires you to show how you 
comply with the principles – for example by documenting the decisions you take about a processing 
activity.

Article 5 of the GDPR sets out the Principles which require that personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to individuals;

(b)  collected for specified, explicit and legitimate purposes and not further processed in a manner 
that is incompatible with those purposes; further processing for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes shall not be considered   
incompatible with the initial purposes;

(c)  adequate, relevant and limited to what is necessary in relation to the purposes for which they are 
processed;

(d)  accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure 
that personal data that are inaccurate, having regard to the purposes for which they are processed, 
are erased or rectified without delay;

(e)  kept in a form which permits identification of data subjects for no longer than is necessary for 
the purposes for which the personal data are processed; personal data may be stored for longer 
periods insofar as the personal data will be processed solely for archiving purposes in the public 
interest, scientific or historical research purposes or statistical purposes subject to implementation 
of the appropriate technical and organisational measures required by the GDPR in order to 
safeguard the rights and freedoms of individuals;

(f)  processed in a manner that ensures appropriate security of the personal data, including protection 
against unauthorised or unlawful processing and against accidental loss, destruction or damage, 
using appropriate technical or organisational measures. 

Article 5(2) of the GDPR requires that, “the controller shall be responsible for, and be able to 
demonstrate, compliance with the principles.”
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The Data Protection Principles [Continued]

Individual Rights

The GDPR provides the following rights for individuals:

• The right to be informed 

• The right of access 

• The right to rectification 

• The right to erasure 

• The right to restrict processing 

• The right to data portability 

• The right to object 

• Rights in relation to automated decision making and profiling

So, we see that customer rights have been enhanced by providing the data subject;

• With the right to request details of the data being processed 

• With the right to have incorrect data corrected  

• To have the ‘right to be forgotten’ (NB – this is not an absolute right) 

•  To have the right to restrict certain processing of data including a right to object to personal 
data being used for direct marketing purposes

Accountability

The new accountability principle requires you to demonstrate that you comply with the principles and 
states explicitly that this is your responsibility.

You must:

•  Implement appropriate technical and organisational measures that ensure and demonstrate 
that you comply. This may include internal data protection policies such as staff training, 
internal audits of processing activities, and reviews of internal HR policies

• Maintain relevant documentation on processing activities

•  Implement measures that meet the principles of data protection by design and data protection 
by default

• Use data protection impact assessments where appropriate

• Where appropriate, appoint a data protection officer
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The Data Protection Principles [Continued]

Subject Access Requests (SAR)

The data controller must respond to requests for copies of data within a month (this may be extended 
if the request is particularly complex). The data must be provided in a readily understandable form, 
and must be provided free of charge (currently firms may charge a fee of £10 for such information). 
However, if the request is ‘manifestly unfounded’, excessive or repetitive, a ‘reasonable fee’ may be 
charged. Fees must be based on the actual administrative costs for providing such information.

Firms should be aware that as data requests must, in many cases, be dealt with free of charge, it is 
probable that the number of SARs will increase, imposing an additional administrative burden on 
businesses. Firms may therefore wish to review internal procedures for dealing with such requests.

In some cases where the request is ‘manifestly unfounded or excessive’, a data controller may refuse 
to respond but must evidence and justify the reasons why the request was deemed ‘manifestly 
unfounded or excessive’.

There is also a right to withhold personal data if its disclosure would ‘adversely affect the rights and 
freedoms of others’.
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Data Protection Privacy Impact Assessment

What is a data protection privacy impact assessment (DPIA)?

Data protection impact assessments (also known as privacy impact assessments or PIAs) are a tool 
which can help organisations identify the most effective way to comply with their data protection 
obligations and meet individuals’ expectations of privacy. An effective DPIA will allow organisations to 
identify and fix problems at an early stage, reducing the associated costs and damage to reputation 
which might otherwise occur.

While not a legal requirement under the DPA, the ICO has promoted the use of DPIAs as an integral 
part of taking a privacy by design approach. 

When do I need to conduct a DPIA?

You must carry out a DPIA when:

•  Using new technologies; and the processing is likely to result in a high-risk to the rights and 
freedoms of individuals.

•  Processing that is likely to result in a high-risk includes (but is not limited to): systematic and 
extensive processing activities, including profiling and where decisions that have legal effects 
– or similarly significant effects – on individuals. Large scale processing of special categories of 
data or personal data in relation to criminal convictions or offences.

•  This includes processing a considerable amount of personal data at regional, national or 
supranational level; that affects a large number of individuals and involves a high-risk to rights 
and freedoms e.g. based on the sensitivity of the processing activity, large-scale, systematic 
monitoring of public areas (CCTV), etc.

What information should the DPIA contain?

•  A description of the processing operations and the purposes, including, where applicable, 
the legitimate interests pursued by the controller. An assessment of the necessity and 
proportionality of the processing in relation to the purpose.

• An assessment of the risks to individuals.

•  The measures in place to address risk, including security and to demonstrate that you comply.

A DPIA can address more than one project.
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Data Protection Privacy Impact Assessment - Consent

The GDPR defines consent as:

“any freely given, specific, informed and unambiguous indication of the data subject’s 
wishes by which he or she, by a statement or by a clear affirmative action, signifies 
agreement to the processing of personal data relating to him or her”

Data subjects (clients) must consent to their data being processed, to the extent to which it is used, 
and have the right to modify or withdraw this consent easily.

For instance, if an individual provides their details to enter a competition, they might expect that 
the details will be used only for the purposes of the competition and for no other reason (i.e. direct 
marketing) unless expressed consent is given.  

Consent must be clearly expressed, and records of how and when consent was gathered must be 
kept.  

Consent under the GDPR requires some form of clear affirmative action. Silence, pre-ticked boxes or 
inactivity does not constitute consent.

It’s not sufficient to have a spreadsheet marked with “consent acquired”; records have to be able to 
demonstrate the date and means of consent as well as the extent that the consent stretches to.

Consent cannot simply be obtained from an automatic ticked box on a website or in a TOBA, and 
indeed provision of, say, an email address may not be sufficient to be considered as consent. A check 
box or button explaining exactly how data will be used would also need to be clicked.

If a data subject has no real choice about the collection and use of data, then consent has not been 
freely given and it will be invalid and consent is not the right basis for processing data.

If data is to be collected and processed as a condition of service, then expressed consent may not be 
possible and as said, not the most appropriate lawful basis for the processing.

However, if you believe the processing is necessary for the service being requested, (the service being 
the arranging of insurance), then the better lawful basis for processing is more likely to be that, 
“processing is necessary for the performance of a contract”. The data may only be used for that 
purpose, unless further consent is obtained.

This will be the basis on which most, if not all, insurance brokers will process data, as if you relied on 
consent and the client refused to allow you to process data, you cannot provide a quotation, arrange 
cover or meet his/her demands and needs. Therefore, you cannot perform your role as an insurance 
broker.

Continued overleaf...
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Data Protection Privacy Impact Assessment - Consent

So, you have to process the data in order to fulfil your role in the proposed transaction.

For instance, a person’s data may be used for obtaining a home insurance quotation, but it cannot 
be shared with a firm’s in-house IFA or other departments unless express permission is obtained and 
recorded.

So, consent is not appropriate for processing data in relation to arranging insurance.

You will need to detail what your legal basis for processing is in your privacy notice.
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Data Protection Privacy Impact Assessment - Data

Checking data held

At least annually, firms need to check with clients that the data they hold is accurate.

Marketing

Separate consent is needed for marketing (cross / up-selling) purposes.

Such consent must be granular and this must be on an opt-in basis for clients and must be specific 
to each marketing channel (e.g. Text, telephone, email and so on) and each activity. It must also be 
specific for each service or other company (or specific, well defined type of company) you pass details 
to. So, much more specific detail will need to be given to the client.

You can rely on consent already obtained for existing clients but this must meet the new standards 
within the GDPR, so it is unlikely that current consent can be carried forward given the much higher 
threshold under the GDPR, so you will need to add to your sales and renewal processes, a mechanism 
for obtaining such consent. Remember, opting out or pre-ticked boxes cannot be used. Consent must 
be affirmative.
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Data Protection Privacy Impact Assessment - Data

Fair Processing Information (Privacy Notice)

Although the new law comes into force in May 2018, expressed consent received before that date 
can continue to be used, providing that it is obtained and recorded in line with the new legislation.

If current procedures and documentation are not adequate, they must be updated.  The information 
given to data subjects now needs to be more comprehensive and must carry information about the 
rights and freedoms of the individual. The information provided about the processing of personal data 
must be concise, transparent, intelligible and easily accessible; written in clear and plain language and 
free of charge.

If the data has been obtained directly from the data subject, then the information supplied to the 
subject must include:

• Identity and contract details of the controller, and details of the data protection officer 

• The reason why the data is being processed and the legal basis for the processing 

• The legitimate interests of the controller or third party 

• Any recipients of the personal data  

• Details of any transfers to other countries and the data protection safeguards there 

• Any retention period for the data, or how the retention period is calculated 

• The data subject’s rights 

• The right to withdraw consent at any time 

• The right to lodge a complaint with ICO 

•  The existence of any automated decision-making process, including any profiling and 
information about how decisions will be made and the significance of any consequences of 
the data being processed

This information should be provided to the data subject at the time that details are collected.  
In addition, if the details are not collected directly from the data subject then the following 
information must also be provided to the subject:

• What categories of personal data have been collected 

• The source of the data and whether it has been collected from publicly accessible sources

This information should be provided within a reasonable time frame (and within one month).   
If the information is used to communicate with the individual then the declaration must be made at 
the time of first contact at the latest.  If the information is to be shared with another recipient then 
disclosure must be made before the details are shared.

Where the direct provision of personal data is part of a statutory or contractual requirement or 
obligation, then this must be included, together with the possible consequences of failing to provide 
the personal information.
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Data Protection Privacy Impact Assessment - Data

Data Breach

A personal data breach means a breach of security leading to the destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data. This means that a breach is more than just 
losing personal data. 

The GDPR introduces an obligation on all organisations to inform the relevant supervisory authority 
(the ICO) about certain types of data breach. In some circumstances, it is also necessary to inform the 
individuals affected.

What breaches do I need to notify the ICO about?

You only have to notify the ICO of a breach where it is likely to result in a risk to the rights and 
freedoms of individuals. If unaddressed, such a breach is likely to have a significant detrimental effect 
on individuals – for example, result in discrimination, damage to reputation, financial loss, loss of 
confidentiality or any other significant economic or social disadvantage.

This has to be assessed on a case by case basis. For example, you will need to notify the ICO authority 
about a loss of customer details where the breach leaves individuals open to identity theft. On the 
other hand, the loss or inappropriate alteration of a staff telephone list, for example, would not 
normally meet this threshold. 

When do individuals have to be notified?

Where a breach is likely to result in a high risk to the rights and freedoms of individuals, you must 
notify those concerned directly. 

A ‘high-risk’ means the threshold for notifying individuals is higher than for notifying the ICO. 

What information must a breach notification contain?

The nature of the personal data breach including:

•  Where possible the categories and approximate number of individuals concerned; and 
accessed due to a lack of appropriate internal controls.

• The categories and approximate number of personal data records concerned;

•  The name and contact details of the data protection officer (if your organisation has one) or 
other contact point where more information can be obtained.

• A description of the likely consequences of the personal data breach; 

•  A description of the measures taken, or proposed to be taken, to deal with the personal data 
breach and, where appropriate, of the measures taken to mitigate any possible adverse effects.

All serious breaches must be reported to the ICO without delay and within 72 hours of discovery.  If a 
data subject’s personal information has been compromised, then the individual(s) must be informed 
without delay. Breaches may not need to be notified if there is no risk to any individual (for instance if a 
firm’s list of direct dial phone numbers was inadvertently released). There would need to be a high-risk 
to a person’s rights and freedoms.



14© RWA Compliance Services Ltd  |  WWW.RWABUSINESS.COM

Data Protection Privacy Impact Assessment - Data

Data Protection Officer (DPO)

Under the GDPR, you must appoint a data protection officer (DPO) if you:

• Are a public authority (except for courts acting in their judicial capacity)

•  Carry out large-scale systematic monitoring of individuals (for example, online behaviour 
tracking)

•  Carry out large-scale processing of special categories of data or data relating to criminal 
convictions and offences. 

•  Carry out large-scale processing of special categories of data for other means such as selling 
protection policies or private medical insurance.

You may appoint a single data protection officer to act for a group of companies or for a group of 
public authorities, taking into account their structure and size.

Any organisation is able to appoint a DPO, regardless of whether the GDPR obliges you to or 
not. However, if you do appoint a DPO, this becomes a ‘protected employment’ and is subject to 
protections on matters such as whistleblowing etc.

You may wish to consider nominating a data protection champion to help drive the correct culture as 
an alternative. In any event, you must ensure that your organisation has sufficient staff and skills to 
discharge your obligations under the GDPR.

The DPO could be an internal or external appointment – for instance a firm set up for the purpose, an 
accountant or solicitor.  If a solicitor is used then client confidentiality would apply.  

The DPO must be totally independent, and (if an employee) could not be dismissed unless for matters 
of gross misconduct, to ensure their ability to carry out their function.

The DPO’s role will need to include:

•   Informing an organisation and its staff about their obligations to comply with all relevant data 
protection legislation

•  Monitor compliance with data protection legislation, including managing internal data 
protection activities, advise on data protection impact assessments, training staff and 
conducting internal audits

•  To be the first point of contact for supervisory authorities and for individuals whose data is 
processed

The DPO should report to the highest management level within an organisation – i.e. board level 
- and they should have adequate authority and resources to enable them to meet their obligations 
under GDPR.

The GDPR does not specify the precise credentials, qualifications or experience that a data protection 
officer is expected to have. It does require that they should have professional experience and 
knowledge of data protection law. This should be proportionate to the type of processing your 
organisation carries out, taking into consideration the level of protection the personal data requires.
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Some practical thoughts

Firms should start by considering / reviewing the following:

• Setting up policies and procedures to follow in the event of a data security breach.

• Establishing a culture of monitoring, as well as assessing data processing procedures.

•  Putting in place methods of working to minimise unnecessary processing and retention of data.

•  Ensure privacy notices delivered to clients contain all the information required in a plain and 
transparent fashion.

•  Incorporate ‘privacy by design’ so that it becomes an integral part of the firm’s culture.

•  Reviewing how your data is used and processed to ensure that is done so in a legally 
acceptable manner, and that consent to its use has been received and is documented.

• Abide by the data subject’s rights, and respond to any requests in a timely manner.

• If data is sent to other processors, does GDPR impose any new obligations?

•  If information is shared out of the EU, ensure that there is a legitimate reason for the transfer 
and the receiving party is able to comply with GDPR.

It may also be wise for insurance brokers to discuss the implications with their commercial clients to 
ensure that they are aware of these new rules and can be fully compliant, and possibly recognise the 
need to consider purchasing cyber liability and/or management liability insurance, a matter in which 
the FCA are expressing great interest.
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What else do I need to do?

• Review privacy notices on websites / client Terms of Business Agreements (TOBAs).

• Update all policies and procedures.

• Update staff training.

•  Review fact find / sales processes to ensure that you capture informed consent  
on an opt-in basis and in accordance with the GDPR.

• Appoint a DPO or Champion as appropriate.

The GDPR also has elements that apply to the processing of childrens’ data but this has not been 
included here as insurance brokers will not process childrens’ data in isolation.

The ICO has a micro website - https://ico.org.uk/for-organisations/data-protection-reform/

The ICO’s overview of the GDPR can be seen at - https://ico.org.uk/for-organisations/data-protection-
reform/overview-of-the-gdpr/

Keep a regular eye on this for updates and changes.
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